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SECURITY IN A FREE SOCIETY

¢

First Draft, March 23, 1963

Free peoples everywhere abhor government secrecy
just as nature abhors a vacuum. There is somethinag
sinister and dangerous, they feel, when governments
"shroud"” théir activities. It may be an entering wedge
for the establishmert of an autocratic form of rule, a
cover-up for their mistakes.

Hence it is difficult to persuade free pecple that
it may be in the national interest, at times, to keep
certain matters confidential, and that their freedoms
may eventually be endangered if we talk too much and too
soon about our national defense measures and delicate
diplomatic negotiations. After all, what a government or
the press tells the people, it also is telling to all its
foes. And what good does it do to spend millions to
protect ourselves against espionage if either government
or the press give away all our secrets. And on balance

I feel that government is the worst offender as you will
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see,

Our founding fathers put the guaranty of freedom
qf the‘press in our Bill of Rights, and it became the first
amendment to the Constitution - "Congress shall make no
law ... abridging the freedoms of speech or of the press".
As a result of this constitutional safeguard, it has
generally been concluded that although we have a whole
series of espionage laws, we could not enact Federal
legislation comparable to that in effect in another
‘great democracy, Great Britain, known as"The Official
Secrets Act"”, providing penalties for the unauthorized
disclosure of certain specifiéd and classified information.
This does not mean that we are helpless to do anything to
protect ourselves. Out of a long experience of deep
frustration in this field, I still have my hopes that
something can be done and propose to make certain suggestions.

Anyone working in our own intelligence organizations
in this country should realize, however, as-orrevorf=tireowbasbe
obhiandirfe that it 1s necessary to plan with care and skill
if he is to succeed in keeping his activities secret. 1In

fact, in my own experience in planning intelligence operations,
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I would always consider at the outset, first how the
operation could be kept secret from the opponent and,
second, how it could be kept from the press. Often the
order of priority of danger is reversed. I don't expect
to change all this as it is one of the facts of life

for the intelligence officer in a free society.

But before taking up our own security problems

and the closely related issue of the
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freedom of the press, I wlsh to discuss briefly the
security measures which are 1n effect in Communist
countries, oarticularly the Soviet, and the measures
taken by our chief antagonists to protect their own
security. For there are two sides to the seocurity
problem -- the one 1is the security shield put up by
the enemy, which, as I have already emphasized, we
mist find a way of penetrating if we are to obtain
the information essential to our national defense,
The second is the protection of our own securlty

so as to prevent the eneny from learning our secrets
and thus be able the better to prepare his mllitary
defense and offense and to penetrate our diplomatic
moves and defeat our intelligence efforts.

In discussing the techniques of obtaining
intelligence, and in developing our counterintelli-
gence, we have already dealt briefly with the pro-
tective measures of the Iron and Bamboo curtains,
extending roughly from the Elbe River in the heart
of Europe through the USSR and Communist China to
northern Viet Nam and the China Sea, Here there 1s
no freedom of the press, there 1s no freedom of
speech, sescurlity violations or indiscretions are

rare and generally are not allowed to see the light
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of day. And within this great land mass there are
Ndenled areas", out of bounds to all foreigners and
even to most Soviet travellers. Within these areas
the Soviet have been conducting their muclear and
missile testing and much of their highly classified
military preparations.

It is interesting to contrast these areas
with Cape Canaveral, for example, where before the
public and the world press, including the Soviet
press, we do the major part of our own miassile

teastinge.

In the Soviet Union and Compmnist Ohina

every foreigner is prima facie a spy and is watched

and controlled as such., It is not safe for any
foreigner to talk freely in any hotel room and he
mst be very careful in his dealings with the Soviet
citizens who "innocently" engage him in conversation
on their streets or in their restaurants. Further-
more, the Soviet people are warned against forelgners
and when they send their missions abroad there 1is
generally attached to each delegation a member of the
KGB to see that they behave themselves discreetly in

foreign countries.
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Moreover, they boast to us of the great

advantage they have over us because of the effec~-
tiveness of their security measures and they have,
so far, refused to enter into international agree-
ments for an "inspected" disarmement, olaiming that
all of our.proposals for inspection are disguised
measures of esplonage. They re jected, out of hand,
Preslident Eisenhower's proposal for a mitual "open
akies™ inspection program at the Geneva Conference
in 1955 and they have consistently opposed each and
every moasurs which they feel could interfere with
maintaining the complete secrecy of thelr military
and political preparations to "oury" us under the
cloak of co-existence.

As we have seen, our intelligence has not
been helpless in the face of these measures. I
have described earlier the success of the U-2 in
penetrating "denied" areas and obtaining invalusble
information on their vrogress in the fileld of
missilery, nuclear development, new types of alreraft,
gubmarines end the like, In addition, they have not

been able to carry on their foreign activities in

the fields of diplomacy and esplonage without sending
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their agents abroad, exposing them to foreign
influences and free societles which has resulted

in, for them, many disastrous cases where defectors,
whom we prefer to call "volunteers", have come over
to us, breached their security measures and given
us & glimpse, and often more than a glimpse, of
what 1s going on in the secret areas of their
military preparations.

Nonetheless, there is no doubt that they
can maintain a far highor degree of secrecy and
security than can we.

The question is whether we can do better
than we are doing, consistent with the maintenance
of our free way of 1life and a free press, and
whether, on balance, it is worthwhile to try to
1imit our indiscretions. I am persuaded that it 1is
worthwhile and that we should study the problem and
see where and how we can improve our security, particu-~
larly in the fleld of military disclosures and
intelligence operations,

Basically there are three areas to be con-
sidered, first, the "give away", what is published

with official approval; second, the contrived leak,
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what is secretly passed out by disgruntled or
dissatisfied government offictals who dislike the
existing, or proposed, polioy and fesl that they
mist defend the policies or the position of their
"service" against the encroachment of a rival
service or the exponents of a conflicting poliey;
third, the "careless leaks", we talk too mch , we
want to show that we are "in on the know" and, as
in the saecond catenory, the leakers are protected
by the "non-disclosure of sources" principle of the
press which means that "leakers" of category two or
three, far from beingpunished are rarely found out
or findable under present procedures,.

I have mentioned the recent disclosures
of Pawel NMonat, a Polish intelligence officer
trained by Commnist experts to carry on espionage
in the United States. He was a high official of the
Polish intelligence service before he was asgsigned
to Washington in 1955 as Military Attache., About
three years later,.in the spring of 1958, Bonat
returned to Poland, and after a year of further
intelligence work theres, and reflection on what he

had experienced in the USA, he decided to abandon
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his work and Cormmnism and, in 1959, he sought asylum
in the United States through.our'embassj in Vienna.
Here 1s a brief sketch of what he has to say about
espionage in the United States in his book "Spy in
the U.S." (Harper & Row, 1961):

"aAmorica', he says, "is a delightful
country in which to carry out espionage. As &
country it is rather ingenious about keeping its
gsecrets, i One of the weakest lihka in the
nationk security it s the yearning friendliness
of her people. #itt They crave publiec recognition,”

"] was able", Monat says, "to find one
American after another who seemed impéllpd -~ after
a drink or two -- to tell me things he might never
have told his own wife."

But 1t was obviously in the public print

| that Monat found his most preclious sources, 'Amaricans".
he ﬁaid, "are not only careless and loquacious in
thelr speech, they also glve away far more than is
good for them in public print."

Then he goes on to ocutline what he was
able to get from one issue of Aviation Weekly -- the
"2 th Annual Inventory of Air Power" -- 372 pages of
it. "It would", he sald, "have taken ua months of
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v'rork and thousands of dollars to agents to ferret
out the faota one by one 4+H+x+ The magazine handed
it all to us on a silver platter,"

He paid tribute also to the publication
Missiles and Rockets and very partivularly to what

he referred to as "house organs" of the Army, Navy,
Alr Foroe and Marines which fight "the battle of
inter-aervice rivalry" in print, and to the stream

of manuals and reports published by each of the
services, Finally, he emphasized the value to the
Comminist intelligence effort of"8ongressional hearings
on the defense budget", whioch he listed as onewf his
best sources,

"It must be extremely difficult", Monat
adds, "for the U, S, military to try to defend the
nation and its freedoms when the very sinews of its
defenses are being exposed, day by day, to anybody
who can read®,

In all this, Monat pointes out, the Soviet
woere running the show = - the Polish intelligence was
doing the leg work as their activities in acauiring

all this vast amount of documentation were less likely
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to arouse suspicion then if it were done by the

Soviet themselves,

Douglass Cater of The Reporter magazine,

in his book "The Fourth Branch of Government"
(published in 1959) and in an article in The
Reporter (July 6, 1961) entitled "News and the
Nation's Security"™ has dealt with this problem of
the Intelligence "give away" exhaustively and
fairlye. Descoribing in his book the frustrations
of both the Truman and the Elsenhower administrations,
he writes: "President Truman once claimed that
195¢ of our secret information has been published
by newspapers and slick magagines' and argued that
newsmen should withhold some information even when
it had besn made available to them by authorized
government sources. This, I feel, 1s too much to
ask of any newspaper man.*“*L

Cater then goes on to refer to a press
conference held by President Eilsenhower in 1955 in
which the President said: "for some two years and
three months I have been plagued by inexplicable
undiscoversd leaks in thls Government" and added

that "technical military secrets" of value to
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Russia had been made public, Cater also refers
to a statement by Secretary of Defense Charles E.
Wilson in which he "estimated that this country
was giving away military secrets to the Soviets that
would be worth hundreds of millions of dallars if
we oould learn the same type from them."

I quote a couple of paragraphs from

Catert!s two chapters on Intelligence and Counter-
intelligence, which read as follows:

"Po buttress the argument of American
vulnerability, advocates of security tell of
a Pentagon report on eaplonage durincs the
Second World War known as 'The Case of the
Scholar 3py'. It concerns a German, sent to
the United States in 19,0, vho instead of
pursuing more spylike occupations spent much .
of his time studying the New York Times Index
and the Readers' Gulide to Perlodical Literature.
With this assistance, he collected several
trunkfuls of data culled from major national
publications. Returning to Germany in 1941,
he prepared a revnort on *'United States Air
Armament ' which wltimately fell into the hands
of American intelligence agents. He had pre-
dicted American military alroraft production
for the years 1941~1943 more accurately than
had William S. Knudsen and T.Pe Wright of the
Us. S. War Production Board.

"A more contemporary horror story concerns
an American engineer, untrained in intellligence
methods, who decided to learn what he could
about the U.S. gulded missile program while
wailting for government security clearance. By
diligent reading in his public library, he
compiled a forty-five page report giving
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information on our arsenal of missiles --

name, model designation, manufacturer,

guldance system, method of propulsion, length,

diameter, range and altitudes. The report

was so accurate that it was promptly classi-

fied."

The intelligence community has been well

'aware of this problem and Bedell Smith, when he was
Director, was so diasturbed by the situation that he
decided to make a test himself, He co~opted the
services of a group of able and qualified academicians
from one of our large universities for some summer
worke He askod them to examine_open publications,
news articles, hearinrs of the Congress, government
releases, monographs, speeches and the like, in order
to determine what kind of estimate of U,3. military
capabilities the Soviets could put together from
unclassified sources. Their conclusions indicated
that in a few weeks of work by a task force on the
open literature our opponents could acquire a very
good gemeral idea of our order of battle, In fact,
as I recall, the findings of the university analysts
were circulated to President Truman and to other

policy makers at the highest levele They were deemed

to be so accurate that the extra coples were ordered
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destroyed and the few copies that were retained
were given a high classification.

As this acoount indicates, our primary
problem today 1s not so mich what the Soviet aecuree‘
in this country by espionage -- since I believe that,
by and largo, through J. Edgar Hoover and the F.B.I,,
we have a g;Bﬁihgiy effective system of domestie
counterespionage, It is rathef vhat we make avail-
able to anyone, including the Soviet, who systematic-
ally follows the information which we make publicly
availables This comes out through published Congreg-
sional hearings, through the press, through technical
Journals, and through the carrying on of so many of
our tests and experiments in areas open to any
observers, inocluding, of course, foreign agents,
Great in size as this country 1is, it is still not a
very good place in which to hide such operations,
While in retaliation for the action of the Soviet
for setting up "denied" areas, out of bounds for all,
inocluding Soviet citizens, except those specifically
permitted to enter, we have set up so-called "forbidden
areas”"., Except for certain highly classified nuclear
and military installations, these areas are nmuch of
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a farce as the Soviet has 1little difficulty in
sending their agents or "friends" to these areas.
It is mainly a measure of reprisal for the Soviet
action and would, I agsume, willingly be abandoned
1f the Soviet would abandon their "denied" areas,
Our primary problem is, therefore, the give-away
element of our sociéty even more than that of
espionage or of the leaks and indlascretions which
have caused 30 rmmuch heartburn and which I will dis~
cuss later.

Is there hny way to stop the give-away?

One large and Iimportant sector of this is within the
control of the government and the Congress: That is,
what the Executive branch of government 1itself
publishes or allowé to be published and the results
of Congressional hearings and investigationse.

In this field there is certainly evidence
of influential Congressional sentiment in favor of
such a moves On March 7, 1963, Representative George
Mahon, a highly respected member of the Congreas and
Chairman of the House Defense Appropriation suboom-
mittee, in a House speech, demanded an end to what
he sald was "outrageous and intolerable damage to
the Governmant's intelligence effort", (New York

Iimes Western Zdition, March 8, 1963)  "The President,

Approved For Release 2000/05/24 : CIA-RDP70-00058R000200090091-0




Approved For Release 2000/05/24 : CIA-RDP70-00058R000200090091-0

-15-

the Vice President, and the Speaker of the House
should", he sugzested, "undertake to 'coordinnte
a course of action for the purpose of halting the
rapid erosion of our national intelligence effort.
"There is an intelligence gap i+ in the
intelligence of those who are daily revealing the
secrets of the intelligence operations of the United
States Government, s+t Officials in Moscow, Peking
and Havana must applaud our stupldity in amnouncing
publicly facts which they would gladly spend huge
sums of money endeavoring to obtaine Responsibility
on our part is urgently required."

A year earlier, on February 12, 1962, (sese

Congressional Record, pn. 2005, of that date) Senator
Howard W. Cannon (Dem. of Nevada) said:

"ees0ne of the most challenging problems
wo face as a Nation in the cold war is to
prevent disclosure of vital military informa-
tion to our Communist enemies, This problem
has affliocted three administrations through
the years since the close of World War II. The
present administration faces the problem today
to a degree as severe as that which faced the
administrations of Presidents Harry S. Truman
and Dwight Eisenhower, ore more severs,

% 4 & )
" The whole situation of disclosure

of military information needs a thorough exami-
nation at the highest level, with a view to
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tightening security poliecy, where necessary,
and permitting publie disclosures, when
possible,

"I should like to see the Department of
Defense assign the highest priority to suoch
& review; and I feel certain that Congross
and the public would welcome a policy which would
roesult in making the work of foreign agents
more difficult, rather than easier,

"I hope that in the future our enemies will
be unable to purchase for the sum of %1, or at
any price, information such as that contained
in the Budget and numerous other publications."

I, of course, recognize that in connection
with anpropriations and other legiglation, the Congress
and 1ts commlttees need to receive a substantial amount
of classified information from theBxecutive. Does
it necessarily folloﬁ that this need be published in
great detall? It is often the intimate and technical
detalls that are the most valuable to the potential
énemy and of little interest to the public, I
question whether, with respect to these technical
details, there is a public "need to know",

It 1s also often said that Congress can't
keep a secret., Past history belies thias, The

Manhattan Project, through which the atomic bomb

Qs
was doveloped gillions op punlie funds spent, was a
I~

Approved For Release 2000/05/24 : CIA-RDP70-00058R000200090091-0



Approved For Release 2000/05/24 : CIA-RDP70-00058R000200090091-0
“17=-

well-kept secret in a vital area of our national
defense except for espionage -- Klaus Fuchs and
the atomic spies. This was a windfall for the
enemy that befell us in vart as a réault of soourity
fallures by our allies and in part because of the
complex nature of thetintarnational problems of the
day where some benighted and misguided people felt
that feeding this information to the 3oviet was
helping in the defeat of Hitler. Such an 1ssue,
which created schizophrenia in those days, is;
fortunately no longer with use. |

But the reader may object that secrets can
be kept in war time but not under "mere" cold war
conditiona. From almost 10 yearsa of experience in
dealing with the Congress, I have found in my
dealings with the subcommittees for the CIA, of the
Armed Services committees of the House and Senate
and the Appropriation committees of the two houses,
that secrets could be kept and the needs of our
legislative bodles met., In faect, I do not know of
a single case of indiscretion that has resulted

from telling these committess the most intimate
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details of CIA actlivities, and that included the
gsecret of the U-2 plane, which was known to the
Congressional committees and not a word of 1t ever
leaked. On this point I have already given you

Repes Clarence Cannon's report to the House of
Representatives of May 15, 1960. It is true, of
course, that it 1s more diffiéult to preserve
secrecy on matters which have to go before the
entire Gongress and receive their vote of approval,
But this does not necessarily have to include all of
the intimate details that may have to be disclosed
to certain congressional committees by the Depart-
ment of Defense in connection with its exhaustive budget
presentations.

But even if there are Congreassional leaks, ‘
these are often garbled or incomplete -- not what
ona gots from having hundreds of pages of detalls
in the transcript of testimony of Defense or State
Department officials. Further, if there are leaks,
the enemy is never quite sure of the full facts. He
cannot rely on theme. He would need to back them up

with hard intelligence.
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I would oconclude that if this whole
subject matter were discussed frankly and fully be-
tween the Executive departments and the Congress,

a method could be found for preventing the flow to
hostile quarters of a major part of the information
which they now obtain. Thero would st1ll be a sub-
stantial trickle, to be sure, but not the great
flood of information which is now available. Is
this not worth exploring?

A more difficult area is that of the press,
periodicals and particularly sorvice and technical
journals, I »acall ths days wnen the intelligence
community was perfecting plans for various techniocal
devices to monitor Soviet missile testing and space
operations. The technical journals exerted them-
selves to glve the Awerican publle, and hence the Soviet
Union, the detalls of radar screens and the 1like, which
for geographic reasons to be effective had to be
placed on the territory of friendly countries close
to the Soviet Union. These countries were quite
willineg to cooperate as long as secrecy could be pre-
. gerved. This whole vital overation was threatened
by public disclosure, largely through our own tech-

nical journald, to the great embarrassment of our
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friends who were cooperating and whose position
vigs-a-vis the Soviet was complicated by the publi-
cation of speculations and rumorss Except foy @
gmall number of technically-minded people, such
disslosures added kittle to the welfare or happi-
ness or even to the knowledge of the Ameriocan
people. Certalnly this type of information did not
fall in the "neod to know" category for the American
public. ’
| Under the British system -- and quite apart
from the "Official Secrets Act“ -- guch military
intelligence operations would have been covered and
to a large extent protected by a system which the
British put into effect fifty years ago whereby, on
a voluntary basis, the press cooperates with the
government to prevent compromise of military secrets.
This 1s known as the "D-Notice System" which I shall
mention in a moment.

Undoubtedly 1t is of the greatest im-
portance in this nuclear-missile age to keep the
American people informed about our general millitary

position 1in the world in ample detail. We should
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have an informed public opinion, backed up with hard' '
facts, authoritatively presented, of our stance via—,"-

a=vis the Soviet military power. There has been nt"r’

times too much talk about bomber and missile ﬁ;ps
and the like. Deputy Secretary of Defens ' injgis
clear statement on o di1d us all a real
gervice in thia respect. What wé don't really require
is detailed information where every hardened missile
gite is located, exactly how many bombers or fighters i
we willl have, or the detalls of theif performance.
Personally; I am convinced that at no time has our
military position been inferior to that of the Soviet.
Tt is well that our people should kmow that and the
Soviet govermment, too -~ but this does not mean that
we need all that comes out todaye

Tn addition to the amount of information
which is given to the public and hence to the enemy,
through what our government publishes and makes
available in this country, we have the perennial
problem of "leaks"e. Basically, as I have indicated,
these leaks are of two kinds. There is, first‘or
all, the "contrived leak", the name I give to the

spilling of information, without the authority to do
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80, by personnel in various government departments

in order to protect what they consider to be the
interests of their service or thelr department or
agenoy, which they feel 1s being encroached upon

by a rival service or by competitive programs,
military or political. This haa ocourred most often
in the Defense Department and at times in the State
Department, Here there have been ocases where sub-
ordinate officers felt that their particular aervicé
or the policy whioh 1t 1s promoting was being unfairly
handled by the press or even by higher of ficials of |
governmant because "all" the facts were not available
to the press and public, It is, in effect, an appo_al -
by subordinates, over the heads of suporiora, to T
public opinion. This ocourred, notadbly and reoently,
in connection with the transfer to the Air Force from
the Army of major responsibility in the whole field
of strateglc missiles. At times also, information
regarding Sﬁate Department policies have been leaked
by subordinates who disapproved of what was going‘on
or by other agencles, generally the military, where
there have been differences from State Department E

policye.
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Douglass Cater here cites a particulerly
disturbing leak of a private memorandum written by
Secretary of State Rusk to Secretary of Defense
MoNamara, according to whioh Rusk provoaed that
‘even "massive Soviet attacks on Europe should be met
with conventional weapons”, The.story, Cater reports,

. "had not been based on the memorandum directly, only
on an 'interpretaiion' of 1t, sunplied by someone in
the Alr Force who was obviously hostile to the .
Secretary of State's position", He adds: "It took
an estimated one thousand man-hours of investigation
before the Alr Force general suspected of leaking
the Rusk memorandum story could be exiled to Maxwell
Fleld, Alabama,

Then, of course, there are other leaks
that are due not to malice or plan but merely becauss
we talk too much.and the astute reporter, by question=-
ing enough people, is often able to put together the |
true story of highly classified developments or
programs in the making. All this is hard to deal
with because the astute revorters, who are directly
or indirectly the beneficiaries of such leaks, refuse

to disclose the aources and it becomes almost
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impossible to obtailn conclusive evidence as'to

who the guilty party, or parties, may be.*kburing

my eleven years of service with the Central In-
telligence Agency I have attended scores of meetings
at the highest level of government during three ad=
ministrations, where the following scene has been
enacted. It has been quite the éamo whether the
administration has been Republican or Demooratice

A high official of government, and often the very
highest, would come into the meeting brandishing a
newspaper article and saying something like this =-
(and here, for reasons of propriety, I shall modify
and temper the actual words used because they would
generally be unorintable) -- "Who is the oritterIWho
jeaked this secret of ours? It wes only a couple of
days ago, here around this teble, that we, a dozen
of us, reached this gsecret decision and here it is
all out in the press for our enemy's edification and*,
our own discomfort. This time we must find out who
this "leaking" oritter is and tie him to the nearest
lamp post so that the fear of the Lord and of the law
will stop these leaks. We can't run a governmont on
this basis any more. This thing must stop. Investié

an
gate and report/this time get us some results. I
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don't propose to tolerate this sort of thing in S

this administration any further."
And then the wheels staert to move. A

committee on seourity whips into aotionj the F.B.Ie =

may be called in if 1t is surmised that a violation
of a statute is involved. The wheels turn and in du“
dourse a report 1s made. The report would run some- f
what as follows: o o
The pﬁrticular decision of governmment whioh
leaked was set down in a Seoret or Top Secret mamo~'3
.randum of which, initially, there werowlet us say.a
dozen coples made for distribution to the various
departments, agencies and bureaus of government which
might be involved, on a strict "need to know" basis.

Several hundred people then had access to this memo~

randum, which in most cases would have been again re-

prbducdd in many additional coples and sent to Variqua“fféi

interested offices for appropriate action. Also

messages might have been sent to officials im various

-
&

‘parts of the world where action might be requireds Whem .

you have concluded your investigation you generally

£ind that anywhere from 500 to 1,000 psople might hgvg;;f

seen the offending document; or heard of 1ta content
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and have talked about it to X, Y and Z. No one will
ever admit a violation of seocurity and no newapaper ;
man or publioist will ever give away a source of o
information, It is a part of the wnwritten code nét:ﬁ
to do so. | o _ :

After a few weeks the investigation is e
closed and the verdict is that the offense has been
committed by a person or persons unknown and une 7
detectable. Somewhere in the course of this prooeed;ﬁ
ing the Dirsctor of Central Intelligence‘is generally
reminded that the law setting up the C.I.A. provides
that it shall be the duty of the Director of Central
Intelligence to "protect inteliigence sources and
methods from unauthorized disclosure", That offioial.
is then asked what he is doing to oarry out the
mandate of law,

His reply generally is that the law has .
given him no 1nvastigat1ve authority outside of hia
own agency and in fact has made it expressly manda- f
tory that he shall exercise no internal security E
functions. Fusthermore, this partioular provision’ {A

- of the law, as the history of the logialntion ahowa,

was primarily intended to place upon thevniroctor
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- of Central Intellinence responsibllity to see to
the security of his omn operations. I haveito
admit, and do so with a mixture of regret éﬁd‘@dﬁé
ness, that during eleven years of abrviégiin the
C.I.A I did not succeed in making mch’ j:z‘ogﬁeas in )
finding an acceptable and workable formmla for
tightening up our governmental machinery or alowing
down the temvo of frustrating leaks of senaitiva
1nformation of value to a potential enemy,

I do not admit, however, that it istims
possible to do anything to imwrove the situation and&
I have felt that a frank discussion of the problem‘
rather ffﬁ?kineﬁfﬁﬁfpt to forece through legislative

remedles,, After all, the 3ritish through their ‘
"0off1icial Secrets Act" and other ralated prooedures
have a better system in this partinular field tha# :
do ue and they are a country that prlzos and proteoﬁ
the freedom of the press as do wu. | '“f -

If what I write heyre holpa ﬁo atart a publie
disoussion and & better public understanding off tix
vhole problem, both the handouts ‘and the 1eaks,
thing may be achteved. T start from ths premise ﬁhat
nothing should be attempted which would effect the i"j
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.

freedom of the press but freedom does not neces-

sarily mean comploté license, whproéﬁu; naﬁional'
security is involved and I oan_::filj éd;igvé ﬁhmgw
~the first smendment of tha'OQnaétfuﬁgoh,;npondsa
thise - ‘; .
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-1 do not suggest that we try to deal with thds phaae af the

its own house in ofder w with the cong:esn :
anq/sfakm the voluntary coope-ration of tha press.
7f Here is what seems to me- to be a possible order of
procedure: (1) that the Executive Branch of qovernment
' State and
particularly within the Departments of/Defenae and the
Intelligence community, see what can be done to '-prevent '

the ‘unnecessary publication of information that 18 |

valuabla to our enemies and to deal more effeutively

_ with the 1eaks from the Executive Branch; (2) thnt in :

vs"

ment officiala moat: immediately concerned and the leadera

of the press and other news media, radio, television, techni
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‘and service journals to determine whether and to what

_?axtent there can be mutual agreement for setting up
hlnery to keep thc press confidentially ndviud as

. the '
._.tou matters, partieularly in the :Eield of clauifiad

‘..gmili.tary hardwnre. M‘W

TR ITres

Sueeess. our security. T

Before doing this, it might well be wo:thwhile for
the :lntereatad members of government and of tha press
to take a look at what has been accoqulished 1n Great

‘Britain thrqugh the system of D notices. In-"suggestmg

this, I recognize that there are vital differ nces betwa

| parts of the mntry. However, it may be,giataﬁloipt; worﬁh

Y
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a study.

The history of the D notice system has been
given in a recent Parliamentary White Paper, Cmnd. 1681,

tondrams Tha
of April 1962. This system—ie—deseribedaina report

of an independent committee appointed by the British

government on ll May 1961 and chaired by the distinguished
jurist Lord Radcliffe. This committee was designated

to look into recent espionage cases J%:gzﬁé:?gger the
Official Secrets Act and to review British security
procedures, including the D notice system.

This system is now over fifty years old,. having
been set up a year after the coming into force of the
Official Secrets Act of 1911. The system itself, however, "
has no formal legal sanction. It ig a vbluntary arrange~
ment between the government and the rep:;sentatives of
British information media. Thelprocedurqs under the system
have been functioning satisfactorily for over a half of
a century, except of course that they cease to operate
during periods of wartime censorship.

There are four government representatives on the

committee - the permanent heads of the War Office, the

Admiralty, the Air Ministry and the Ministry of
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hana
Aviation -~ and.Eepresentatives of the various news
media. The secretary of the committee since 1945 |
has been a retired Rear Admiral, G. P. Thomson, wﬁ;
has managed to hold the complete respect of the press :
over theyars. These notices must be approvéd hflx
~all the press members, except that in vérious urgent o
cases the secretary is authofized to issue a D notice-
on his own‘responsibility with the concurrences of two
press members. I gather, however, that if later other
press members object to the D notice, it would probabiy
have to be withdrawn although this situation has hever
SAral

arisen, fhe emergency powers are only exercised on the

rarest occasions where time is of the essence. The

range of subjects covered by D notices are military mapters;é{"{;
the publication of which would be prejudicial to the natibn;lf‘
interest, but the pressldoes not insist on a rigid}int;i4 
pretation of this formula, the Radcliffe report indicates,

"so long as a clear case of national prejudice of a 'military
matter can be made out". The Radcliffe report further .
indicates that “"there have been cases of non-observance#*#

more often accidental than deliberate and they have never
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been persisted in after the secretary has taken the
matter up with the responsible editor". By its operation,

the Radcliffe report indicates, the British government

has succeeded "year in and year out in keeping out
of newspapers, radio and television a great deal of
material ... which needs to be concealed and which would _
be useful to other powers to possess... and which so far as we can
see could not have been kept out in any other way". The
Radcliffe report, in stressing that the D notice procedure
ousletist-
"appears to suit the needs of both sides"aadvfhat according
to the evidence before the committee "neither side wishes to
oA

amend the present system"'fecommended the continuance of the
system along the present lines.

As I said above, I think this system would be
worthwhile studying to see whether any of its features
could usefully be adopted in this country to help deal
with our éecurity problem. I would add that this pro-
cedure has nothing whatever to do with the case which has

been much discussed on both sides of the Atlantic of the

British newsmen, a Daily Mail and a Daily Sketch reporter,
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who are serving respectively a six months' and a three
months' jail sentence because they refused to tell a
tribunal set up by Parliament the sources of stories

they had written about William Vassall, the convicted
Soviet spy.whose case I have discussed in some detail
above, There was a third reporter who escaped his jail
sentence because his reputed source voluntarily came
forward gnd admitted to being the one who was the origin
of the information. There is a suspicion abroad that the
two men who are serving the jail sentences would be in
some difficulty in producing sources if they wanted to do
8o because the stories are a figment of the imaginations
of the reporters in question and they have no sources

to produce. The issue is however epposed - the British

government remains adamant and so do the newsmen.
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My final point, point 4 in a program to improve
our security posture is that we should review and tighten
up our espionage laws in certain respects. Since 1946,
on several occasions, various attempts, all abortive, have
been made by the Executive Branch of government to amend
the Espionage Act so that prosecution would not fail merely
becaugse of difficulties in establishing "an intent or reason
to believe" that the information wrongly divulged or passed
to a foreign government was "to be used to the injury of
the United States or to the advantage of a foreign nation".
This is hard to prove and the requirement has already been
eliminated in cases iqu}v;ng the divulging of what we call
restricted data under the Atomic Energy Act and with regard
to disclosure of classified information in the field of

“communications intelligence". The requirement still holds,

however, in cases of divulging other types of secret and
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secret information has been divulged without authorization
or even passed to foreign gbvernments where the defense
would be made that the culprit was really trying to help
our government by helping an ally - as the Soviet Union
was for a time after 1941 - or that the real purpose
was to help a particular military service of the government,
Army, Navy or Air Force as the case might be, whose interests
it would be alleged were being harmed by certain government
action. There are other problems which arise.under our

Thea n

existing legislation in proving im each case related to the
: — N

b
national defense and security as our present espionage law

requires,
The British comparable legislation is based on the
theory of privilege)that all official information belongs

to the Crown and that those who rcceive it officially may

to
ﬁ.ill' .((-{n: ' .
not di¥ulge it without the authority of the Crown. This

s
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This theory of government privilege in such matters
seems a sound one. Also there are many cases where
the court disclosure of all the details of the information

passed may be contrary to the public interest, and there

A %& [ lu\x

en is rendered difficult and

are times when
embarrassing by having to divulge publically in court the
exact nature of the classified information involved.
Many persons who have been guilty of serious actions
affecting our security could not be prosecuted for one
or more of the above reasons. The kpowledge that this is
the case, and this knowledge is quite widespread among
those who deal with classified information, has led to

LAY
the belief that, in effect, it is onlyrfhe most heinous

crimes of espionage that prosecution is likely to be

pressed by the government.

In any event, whether all this could be
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accomplished, it is certainly high time for us to look
at our espionage legislation as a whole in the light
of the dangers we face in dealing with reckless carelessness,
as well as the act of espionage itself. If we drive a
car in the streets with reckless abandon and with injury
to life or property, there is no difficulty in prosecuting:;
but if our innermost secrets are handled with like care-
lessness, there is little that can be done about it unless
we can proove intent to help a foreign government.

Our security in the world of today is a very precious
thing. One important element of it is how we guard our
vital secrets, aud’ggday this phase of our security is not

being given the attention it deserves.
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